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Selective-Opening Attacks
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Selective-Opening Attacks

f0r T-Sicherheit B

o0
c1 = Encpr(my; ) ﬂ\

@

(o]

(6)
¢ o = Encpr(mo; r2)

N

I Do the messages of uncorrupted parties remain confidential?

\ ¢, = Ency(mpy; r,
Image source: xkcd.com n pk( n n) @
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SIM-SO-CCA Security Definition [FHKW10]
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real game A
( ) pk ( )
(pk,sk) < Gen(1F) >
D
(m,....mp) < D < choose distribution ©
$ g
(r1,-..,rn) < Coins (]
ci:=Encpi(mi;ri) >
Open(i)
T:=TU{i} ¢
(mi,n) O
Output: out 4 . .
(10,00 T 00 1) ¢ compute output “out4
) , ct{et e}
Dec oracle Decgi(c) X O
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SIM-SO-CCA Security Definition [FHKW10]

real game

(m,....mp) < D

T.=TU{i}

Output:
(ml ,...,mn,Q,I,OUtA)

\.
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A

A

A

Open(i)

mj

out 4

v

A

choose distribution ©

O

compute output “out 4"
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SIM-SO-CCA Security Definition [FHKW10]

ideal game

(m,....mp) < D

T.=TU{i}

Output:
(M1, ® T o0uts)

\.
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S

A

A

Open(i)

mj

outs

v

A

choose distribution ©

O

compute output “outg”
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SIM-SO-CCA Security Definition [FHKW10] N9’

Definition 1 (SIM-SO-CCA security)

A public key encryption scheme is SIM-SO-CCA secure if for every PPT
adversary A there exists a PPT simulator S := S(.A) such that the
distributions induced by

A run in the real game and S run in the ideal game

are computationally indistinguishable.
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Selective Opening vs. Standard Security Notions.....2..

o IT-Sicherhelt B

o two flavours: IND-based and SIM-based.
SIM implies IND, not known to be equivalent.
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o IT-Sicherhelt B

o two flavours: IND-based and SIM-based.
SIM implies IND, not known to be equivalent.

o IND-SO-CCA stronger security notion than IND-CCA security.
[HR14]

o Existing SIM-SO-CCA schemes are very inefficient. [FHKW10],
[Hof12], [LP15]
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Selective Opening vs. Standard Security Notions.....2..

two flavours: IND-based and SIM-based.
SIM implies IND, not known to be equivalent.

IND-SO-CCA stronger security notion than IND-CCA security.
[HR14]

o Existing SIM-SO-CCA schemes are very inefficient. [FHKW10],
[Hof12], [LP15]

o This work: Certain known constructions give SIM-SO-CCA secu-
rity for free in the ROM.
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Our Work
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Part I:

PKE from any one-way PCA secure KEM

Part II:

PKE from OAEP for any partial-domain TP
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“Hashed KEM/DEM Approach”
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Let KEM = (KGen, Encap, Decap) be a Key Encapsulation Mechanism,
MAC = (Tag, Vrfy) a Message Authentication Code and H a hash
function. Consider the following PKE:
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“Hashed KEM/DEM Approach” hg1

Let KEM = (KGen, Encap, Decap) be a Key Encapsulation Mechanism,
MAC = (Tag, Vrfy) a Message Authentication Code and H a hash
function. Consider the following PKE:

Gen(1%)
(pk, sk) + KGen(1%)
Return pk
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“Hashed KEM/DEM Approach” hg1

Let KEM = (KGen, Encap, Decap) be a Key Encapsulation Mechanism,
MAC = (Tag, Vrfy) a Message Authentication Code and H a hash
function. Consider the following PKE:

Gen(1") Encpi(m)
(pk, sk) + KGen(1*) r & Coins
Return pk (k,c®W) < Encap,(r)

(kS_ym’ kmac) e H(k)
c® = mapkym

c® := Tagmac(c?)
Return (¢, c®, c®)
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Let KEM = (KGen, Encap, Decap) be a Key Encapsulation Mechanism,
MAC = (Tag, Vrfy) a Message Authentication Code and H a hash
function. Consider the following PKE:

Gen(l)‘) Encpk(m) Decg(c®, c®?, c®)
(pk,sk) = KGen(l’\) r (i Coins k < Decapsk(c(l))
Return pk (k,c®W) < Encap,(r) (k2™ kM) H(k)
(ksym’kmac) — H(k) if Vrfykmac( 2) C ) 1
c? = m@ksym Return C(2 D kYm
%) 1= Tagymac(c?) else
Return (¢, c®, c®) Return L
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“Hashed KEM/DEM Approach”

Theorem 2 (SBZ02)

The given transformation achieves IND-CCA security in the ROM if
KEM is OW-PCA secure and MAC is sUF-OT-CMA.

Gen(l)‘) Encpk(m) Decg(c®, c®?, c®)
(pk,sk) e KGen(l’\) r (i Coins k < Decapsk(c(l))
Return pk (k,cM) < Encap,(r) (k2™ kM) H(k)
’ p
(ksym’ kmac) — H(k) if Vrfykmac( 2 C ) 1
c@ = makym Return C(2 D kYm
%) 1= Tagmac(c®) else
Return (¢, c®, c®) Return L
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“Hashed KEM/DEM Approach”

Theorem 2 (SBZ02)

The given transformation achieves IND-CCA security in the ROM if
KEM is OW-PCA secure and MAC is sUF-OT-CMA.

Gen(l)‘) Encpk(m) Decg(c®, c®?, c®)
(pk,sk) e KGen(l’\) r (i Coins k < Decapsk(c(l))
Return pk (k,cM) < Encap,(r) (k2™ kM) H(k)
’ p
(ksym’ kmac) — H(k) if Vrfykmac( 2 C ) 1
c@ = makym Return C(2 D kYm
%) 1= Tagmac(c®) else
Return (¢, c®, c®) Return L

— Use RSA KEM under RSA assumption

SO Security of PKE Schemes|Horst Gértz Institute| PKC 2015, NIST|Maryland: March 30, 2015 10/15



RUHR-UNIVERSITAT BOCHUM .
h "

Horst Gor\zgsmu( "

f0r T-Sicherheit B

“Hashed KEM/DEM Approach”

Theorem 2 (SBZ02)

The given transformation achieves IND-CCA security in the ROM if
KEM is OW-PCA secure and MAC is sUF-OT-CMA.

Gen(l)‘) Encpk(m) Decg(c®, c®?, c®)
(pk,sk) e KGen(l’\) r (i Coins k < Decapsk(c(l))
Return pk (k,cM) < Encap,(r) (k2™ kM) H(k)
’ p
(ksym’ kmac) — H(k) if Vrfykmac( 2 C ) 1
c@ = makym Return C(2 D kYm
%) 1= Tagmac(c®) else
Return (¢, c®, c®) Return L

— Use RSA KEM under RSA assumption Instantiation
— Use DH KEM under strong DH assumption of DHIES
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Theorem 3 (This work)

The same transformation gives rise to a SIM-SO-CCA secure PKE in
the ROM without additional assumptions.

Gen(1?) Encpk(m) Decok(c®, @, c®)
(pk,sk) e KGen(l’\) r (i Coins k < Decapsk(c(l))
sym mac
Return pk (k,c®W) < Encap,(r) (k=™ kM) < H(k)
(kvm, kmae)  H(k) I Vrfyimae(c®, c®) =1
@ = makym Return c®@gkym
c® := Tagymac(c?) else
Return (¢, c®, c®) Return L

— Use RSA KEM under RSA assumption Instantiation
— Use DH KEM under strong DH assumption of DHIES
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How to Prove SIM-SO-CCA Security
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real

A N> ideal S

L R
L R

Ti1
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How to Construct a Simulator
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WV

A
A

(c1y.-.,¢n)

¥

ideal | Open(/) S ) Open(/) A
mj X O (mj, r;) . O
outs out g

l(ml,...,m,,,@,l', outs)
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How to Construct a Simulator

f0r T-Sicherheit B

— — o —
p3 ° pi °
‘ ‘ (c1y.-.,¢n) .
ideal| Open(i) & ) Open(/) A
o O m O
outs ’ ) out g ’
— — —

l(ml,...,m,,,@,l', outs)

A is allowed to make additional Hash or Dec queries at any time!
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Possible Tripping Hazards for a Simulator
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o S must not make more opening queries than 4 to learn m;.
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Possible Tripping Hazards for a Simulator

f0r T-Sicherheit B

o S must not make more opening queries than 4 to learn m;.

e S has to create non-committing “dummy”-encryptions that allow
for later opening to any message.
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Possible Tripping Hazards for a Simulator
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o S must not make more opening queries than 4 to learn m;.

e S has to create non-committing “dummy”-encryptions that allow
for later opening to any message.

o Answering Hash or Decryption queries is easy if A called Open(/)
earlier.
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Possible Tripping Hazards for a Simulator
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S must not make more opening queries than A to learn m;.

S has to create non-committing “dummy"-encryptions that allow
for later opening to any message.

Answering Hash or Decryption queries is easy if A called Open(/)
earlier.

o However, S has to answer Hash and Decryption queries without
committing to m; if A did not call Open(i) (yet).

SO Security of PKE Schemes|Horst Gértz Institute| PKC 2015, NIST|Maryland: March 30, 2015 13/15



RUHR-UNIVERSITAT BOCHUM

Tweaking A in a Sequence of Games

Go: real SIM-SO-CCA game.

Go

hg1: @
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Encpk(m;)

ri & Coins
(ki, c}l)) — Encappk(r,-)
(k™ kfrac) < H(k;)
c,i) = m@k”" o

= Tagkirnac(ci )

i
Return (¢, ¢, c*)
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Tweaking A in a Sequence of Games

Go: real SIM-SO-CCA game.
Gi: Abort if A queries H(k;) or Dec(c!", -, ")
before sending ©.

Go G
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Encpk(m;)

ri & Coins
(ki, c}l)) — Encappk(r,-)
(k™ kfrac) < H(k;)

c? = miok™
Clg3) = Tagk.mac(cf))

Return (¢, ¢

.¢”)
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Tweaking A in a Sequence of Games

Go: real SIM-SO-CCA game.
Gi: Abort if A queries H(k;) or Dec(c!", -, ")
before sending ©.

Go %Is Gy

statistical
argument
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Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(k™ kfrac) < H(k;)
c? = miok™

Cg3) = Tagkimac(clgz))

1

Return (¢, ¢, c*)
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Tweaking A in a Sequence of Games
Go:
Gli

GQZ

Go %Is Gy

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )

before sending ©.

Replace ¢\ with uniform randomness.

statistical
argument

Gy
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Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(k™ kfrac) < H(k;)
c,§2 := uniform

Cg3) = Tagkimac(clgz))

1

Return (cV, ¢, c*)
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Tweaking A in a Sequence of Games
Go:
Gli

GQZ

Go %|S G1 — G2

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )

before sending ©.

Replace ¢\ with uniform randomness.

statistical
argument
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Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(k™ kfrac) < H(k;)
c,§2 := uniform

Cg3) = Tagkimac(clgz))

1

Return (cV, ¢, c*)
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Tweaking A in a Sequence of Games
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E i
Go: real SIM-SO-CCA game. Encpr(mi)

Gi: Abort if A queries H(k;) or Dec(c!,-,-) | fi & (IC;O/”S
before sending D. (kivf'{ ) < Encap,(ri)
G: Replace c? with uniform randomness. (k™ k") « H(k;)

2 .
C; ) .= uniform

) Lo ()

How to answer Hash or Decryption queries?
Assume A makes a valid Dec(c\”, -, -) query:

Go
o
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Tweaking A in a Sequence of Games
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E i
Go: real SIM-SO-CCA game. Encpr(mi)

Gi: Abort if A queries H(k;) or Dec(c!,-,-) | fi & (IC;O/”S
before sending D. (kivf'{ ) < Encap,(ri)
G: Replace c? with uniform randomness. (k™ k") « H(k;)

2 .
C; ) .= uniform

) Lo ()

How to answer Hash or Decryption queries? 4 @)
Assume A makes a valid Dec(c\”, -, -) query:
Case 1:

GO H(k;) is not defined

st
o]
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Tweaking A in a Sequence of Games
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E i
Go: real SIM-SO-CCA game. Encpr(mi)

Gi: Abort if A queries H(k;) or Dec(c!,-,-) | fi & (IC;O/”S
before sending D. (kivf'{ ) < Encap,(ri)
G: Replace c? with uniform randomness. (k™ k") « H(k;)

2 .
C; ) .= uniform

) Lo ()

How to answer Hash or Decryption queries? 4 @)
Assume A makes a valid Dec(c\”, -, -) query:
Case 1:
GO H(k;) is not defined
Case 2:

st
o]
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Tweaking A in a Sequence of Games

E i
Go: real SIM-SO-CCA game. Encpr(mi)

Gi: Abort if A queries H(k;) or Dec(c!,-,-) | fi & (IC;O/”S
before sending D. (kivf'{ ) < Encap,(ri)
G: Replace c? with uniform randomness. (k™ k") « H(k;)

2 .
C; ) .= uniform

e Lot (c

How to answer Hash or Decryption queries? 4 @)
Assume A makes a valid Dec(c" ot ).-,-) query:

Case 1: k™3¢ still uniform, G
GO H(k;) is not defined use MAC security 3
Case 2:

st
o]
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Tweaking A in a Sequence of Games

E i
Go: real SIM-SO-CCA game. Encpr(mi)

Gi: Abort if A queries H(k;) or Dec(c!,-,-) | fi & (IC;O/”S
before sending D. (kivf'{ ) < Encap,(ri)
G: Replace c? with uniform randomness. (k™ k") « H(k;)

2 .
C; ) .= uniform

e Lot (c

How to answer Hash or Decryption queries? 4 @)
Assume A makes a valid Dec(c" ot ).-,-) query:

Case 1: k{™2< still uniform, G

GO H(k;) is not defined use MAC security 3
o] Case2 A decapsulated c”, G

. H(k;) is defined use KEM security I4
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Tweaking A in a Sequence of Games
Go:
Gli

GQZ

Go %|S G1 — G2

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )

before sending ©.

Replace ¢\ with uniform randomness.

statistical
argument
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Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(k™ kfrac) < H(k;)
c,§2 := uniform

Cg3) = Tagkimac(clgz))

1

Return (cV, ¢, c*)
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Tweaking A in a Sequence of Games

Go:
Gli

GQZ
Gs:

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )
before sending ©.

Replace ¢\ with uniform randomness.
Abort if A issues a valid decryption query
Dec(c”, -, -) and H(k;) is not yet defined.

Go %|S G1 — G2 G3

statistical
argument

hgl1: @

Horst Gortz Institut B
f0r T-Sicherheit B

Encpk(m;)

ri & Coins

(ki, ¢f") = Encap(ri)
(k2™ ki) H(k;)
cl@ := uniform

Clg3) = Tagk.mac(cf))
Return (cV, ¢, c*)

|
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Tweaking A in a Sequence of Games

Go:
Gli

GQZ
Gs:

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )
before sending ©.

Replace ¢\ with uniform randomness.
Abort if A issues a valid decryption query
Dec(c”, -, -) and H(k;) is not yet defined.

Go %|S G1 — G2 Q:c G3

statistical

MAC security
argument

hgl1: @

Horst Gortz Institut B
f0r T-Sicherheit B

Encpk(m;)

ri & Coins

(ki, ¢f") = Encap(ri)
(k2™ ki) H(k;)
cl@ := uniform

Clg3) = Tagk.mac(cf))
Return (cV, ¢, c*)

|
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Tweaking A in a Sequence of Games
Go:
Gli

GQZ
Gs:

G4I

Go %Is Gy

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -,

before sending D.

Replace c ) with uniform randomness.
Abort |f A issues a valid decryption query
Dec(c”, -, -) and H(k;) is not yet defined.
Abort if A queries H(k;).

G, Q:C G3

statistical
argument

MAC security

hg1 @

Hors
r\rsnn l

Encpk(m;)

ri & Coins

(ki, ¢f") = Encap(ri)
(k2™ ki) H(k;)
cl@ := uniform

Clg3) = Tagkmac( (2))
Return (c”, c?, c?)

I’I’I

Gy
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Tweaking A in a Sequence of Games

Go:
Gli

GQZ
Gs:

G4I

Go %Is Gy

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )
before sending D.

Replace c ) with uniform randomness.
Abort |f A issues a valid decryption query

Dec(c”, -, -) and H(k;) is not yet defined.

hg1 @

rwsnn l

Encpk(m;)

ri & Coins

(ki, c,1 ) Encappk(r,)
(ksym kmac) < H(k;)
2 .= uniform

G
C 3) = Tagkmac(c )
D

Abort if A queries H(k;).

KEM security

cH O (3))

urn(l’l’l

statistical

MAC security
argument

1
Gy Rc G3 R Gy
|
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Tweaking A in a Sequence of Games

Go:
Gli

GQZ
Gs:

G4I

Go %Is Gy

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )
before sending D.

Replace c ) with uniform randomness.
Abort |f A issues a valid decryption query

Dec(c”, -, -) and H(k;) is not yet defined.

Abort if A queries H(k;).

hgi

Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(ksy'" kmac) « H(k;)

KEM security

c = uniform

C 3) = Tagkmac(c )
1 () (3)

- urn ( I 7CI ? I )

1
G2 Ql“c G3 %IC G4

statistical

MAC security
argument
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Tweaking A in a Sequence of Games

Go:
Gli

GQZ
Gs:

G4I
G5Z

Go %Is Gy

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )
before sending D.

Replace c ) with uniform randomness.
Abort |f A issues a valid decryption query

Dec(c”, -, -) and H(k;) is not yet defined.

Abort if A queries H(k;).

hgi

Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(k™ kmac) « H(k;)

ideal SIM-SO-CCA game. | KEM security

of 2 .— yniform

C 3) = Tagkmac(c )
1 () (3)

- urn ( I 7CI ? I )

Gy ~c Gy % Gs Ge

statistical

MAC security
argument
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Tweaking A in a Sequence of Games

Go:
Gli

GQZ
Gs:

G4I
G5Z

Go %Is Gy

real SIM-SO-CCA game.

Abort if A queries H(k;) or Dec(c\”, -, )
before sending D.

Replace c ) with uniform randomness.
Abort |f A issues a valid decryption query

Dec(c”, -, -) and H(k;) is not yet defined.

Abort if A queries H(k;).

hgi

Encpk(m;)

ri & Coins

(ki, c}l)) — Encappk(r,-)
(k™ kmac) « H(k;)

ideal SIM-SO-CCA game. | KEM security

of 2 .— yniform

C 3) = Tagkmac(c )
1 () (3)

- urn ( I 7CI ? I )

G2 Q;’c G3 %:c G4 — G5

statistical

MAC security
argument
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Summary

fur IT-Sicherheit B

o SIM-SO-CCA secure PKE from generic construction in the ROM
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Summary

o SIM-SO-CCA secure PKE from generic construction in the ROM

o No additional assumptions compared to proof for IND-CCA security

Employs OT-MAC — can be constructed information-theoretically

o Can be instantiated with any OW-PCA secure KEM, such as RSA
KEM or DH KEM, latter gives instantiation of DHIES.
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Summary

o SIM-SO-CCA secure PKE from generic construction in the ROM

o No additional assumptions compared to proof for IND-CCA security

Employs OT-MAC — can be constructed information-theoretically
o Can be instantiated with any OW-PCA secure KEM, such as RSA
KEM or DH KEM, latter gives instantiation of DHIES.

Same proof-ideas can be applied to prove RSA-OAEP SIM-SO-
CCA secure in the ROM.
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f0r T-Sicherheit B

o SIM-SO-CCA secure PKE from generic construction in the ROM

o No additional assumptions compared to proof for IND-CCA security

Employs OT-MAC — can be constructed information-theoretically
o Can be instantiated with any OW-PCA secure KEM, such as RSA
KEM or DH KEM, latter gives instantiation of DHIES.

Same proof-ideas can be applied to prove RSA-OAEP SIM-SO-
CCA secure in the ROM.

Certain tranformations give SIM-SO-CCA
security for free in the ROM
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